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Welcome and Introductions


The Privacy and Information Quality Focus Group (“Focus Group”) met in Washington, DC, on December 3, 2002.  The Focus Group is an ad hoc group formed by the Privacy and Information Quality Working Group (P/IQWG) or “Working Group.”  The P/IQWG is one of five working groups of the Global Justice Information Sharing Initiative Advisory Committee (GAC).


Mr. Cabell Cropper, Executive Director of the National Criminal Justice Association, and Chair of the P/IQWG, opened the meeting at 8:30 a.m. and welcomed attendees.  He invited members, federal representatives, staff, and invited guests to introduce themselves.  The following were in attendance:
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Washington, DC 
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Washington, DC 
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Alan Harbitter, PhD

PEC Solutions, Inc.
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Mr. Jay Maxwell


American Association of Motor Vehicle    
  Administrators

Arlington, Virginia
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Executive Office for United States 
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Washington, DC 

Ms. Donna J. Rinehart
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  Research
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Washington, DC 
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Washington, DC 
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Arlington, Virginia
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  Research


Tallahassee, Florida
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The purpose of this Focus Group meeting was to identify and explore privacy and information quality issues to be addressed in a P/IQWG White Paper—in essence, a brainstorming session.  Mr. Clark Kelso, the meeting’s facilitator, spurred the group’s thinking by introducing two law enforcement scenarios involving interjurisdictional issues—one was a hypothetical bioterrorism incident, the other was the DC-Area Sniper Task Force.  


Following are the major issues discussed during the course of the meeting.  

What Has Changed Since 9/11—National Shift from 
Crime Investigation to Terrorism Prevention


The group discussed what has changed since the terrorist attacks of 9/11, both in justice information sharing and the national context in which it occurs.  A significant change is the shift from traditional law enforcement focus on investigating crimes that have already occurred, towards preventing terrorist attacks in the future.  This shift 
was already underway prior to 9/11, but it accelerated greatly after the attacks.  Co-chair Scott Wallace offered a definition of terrorism:  use of violence intended to coerce a civilian population or produce a change in government action.  A significant difference between traditional law enforcement and terrorism prevention is that when police investigate a crime there is often at least some “hard” evidence from which the investigation proceeds.  With prevention, however, there is often little evidence available, and the shift has been towards developing computer technology to search large amounts of data.


Technology continues to advance, greatly increasing the sheer volume of information and expanding computer capacity to analyze this information.  


It is inevitable that these new tools and capacities will be used in traditional law enforcement criminal investigations, and safeguards need to be implemented for their use.  Mr. Jim Dempsey emphasized that there exist settled and workable rules for criminal investigation leading to prosecution; what is needed now is to apply these settled principles onto these new situations.

Managing Justice Information Sharing Systems
The scenarios presented led to a discussion of types of information sharing systems—the large supercomputer database vs. a “virtual” database which links already created databases.  The group identified many issues in integrated justice information sharing for both of these systems.


 Many issues arose from the question of ownership of the information.  What is done with information after it is collected (for a large super-database) or culled (from linked databases)?  Is it used for other purposes?  Who is responsible for ensuring the accuracy, timeliness, and completeness of information?  How does the system ensure that a particular person is correctly linked to their records (e.g., the situation of numerous “John Smiths”)?  In addition, questions were raised concerning the legal requirements of controlling access, security, and protection of personal information.


Other issues revolved around accessing and using information.  The public’s expectation of privacy in their personal information was discussed.  Questions arose, such as who has access to shared information once it is linked or created, should personal information be provided to the press or public, and whether disclosure under discovery rules require providing shared information to a suspect’s defense attorney in cases involving prosecution.


Ms. Cindy Southworth, Technology Director for the National Network to End Domestic Violence, stressed the need for accountability and audit trails to prevent the misuse of personal information by authorized users of information systems.  Studies show that most information misuse consists of “inside jobs” by authorized users.  
Ms. Southworth related incidents in which victims, in hiding from their abusers, were located by the abuser and further victimized through authorized access to the victim’s personal information.  Others asked whether laws needed to be amended to impose liability for misuse of information.


Given the national shift from criminal investigation to terrorism prevention, and the expected use of the terrorism-fighting tools to traditional law enforcement, there was much discussion on the need to generate rules for these new situations.  Investigation task forces, such as the FBI’s Joint Terrorism Task Forces (JTTF), or the DC-area sniper task force, were used as examples.  Mr. Bruce Edwards commented that the ground rules for the operation of FBI JTTFs were laid out when a task force is formed.  In addition, 
Mr. Edwards explained there are legal requirements, under 28 CFR Part 23, governing situations when state or local law enforcement use federal funds to access and analyze personal data.  Mr. Dempsey added there are standard Memorandums of Understanding (MOU) that the FBI uses to provide the ground for JTTFs.  Also, there are user agreements governing access and use of information to linked databases—for example, Montgomery County, Maryland, has a MOU for its access to the National Crime Information Center (NCIC).


It was further noted that all of the issues mentioned above are policy questions that must be addressed at the highest levels.

Office of Homeland Security (OHS) Remarks 


Mr. Robert Shepherd, OHS, briefly addressed the group and gave OHS’s perspective on privacy and information sharing.  He stated that one of the core reasons OHS was formed was to “do something intelligent with information sharing.”  He stressed OHS’s awareness with the critical nature of the information they will be dealing with and the privacy concerns involved.  Mr. Shepherd emphasized that OHS wants to improve how the federal government handles information while not violating our constitutional rights.

Recent Developments in Privacy and Information Sharing

Total Information Awareness


Mr. Clark Kelso briefed the group on the Total Information Awareness (TIA) Program coming out of the Pentagon.  The goal of TIA is “to revolutionize the ability of the United States to detect, classify, and identify foreign terrorists; decipher their plans; and preempt their actions.”  It aims to sift through extremely large government and commercial databases and, through the use of powerful computing ability, find threatening patterns of behavior that would identify terrorists.  


There was some discussion of data mining within the context of TIA, and some participants expressed doubts as to the technological feasibility of developing both the computing abilities and algorithms necessary for the program to work.  

FISA Court of Review Ruling

Mr. Dempsey briefed the group on the recent ruling by the United State Foreign Intelligence Surveillance (FISA) Court of Review.
  The court upheld the FBI’s ability to pursue foreign intelligence information through FISA procedures even when the “going in” purpose is criminal prosecution rather than foreign intelligence.  The court found that the practice of creating a “wall” between foreign intelligence and domestic criminal prosecution was not required by FISA and was unnecessarily constructed by the 
U.S. Department of Justice.

Information-Sharing Models


Dr. Alan Harbitter, a member of Global’s Security Working Group (SWG), shared some of SWG’s ongoing work on information sharing models.  These models illustrate the different ways in which information is currently shared within the justice community.  The usefulness of these models for thinking about privacy issues became 
readily apparent through discussion.  The models, which Dr. Harbitter emphasized are still being developed and refined, include:

· Peer-to-Peer Sharing—like functioning agency to like functioning agency; e.g., law enforcement agency shares information with another law enforcement agency 

· Centralized Repository—e.g., NCIC

· Value Added Networks—e.g., Regional Information Sharing Systems 

· Joint Task Force—e.g., the DC-Area Sniper Task Force


Further discussion fleshed out that within these models, factors such as information scale, information content, and applicability (to U.S. citizens vs. non-citizens or whether the system is for investigation vs. prevention) each need to be addressed when considering appropriate privacy policies.  

White Paper on Privacy and Information Issues in 
Justice Information Sharing

Mr. Patrick McCreary reiterated the Bureau of Justice Statistics’ support for facilitating national policy on information sharing.  He related Mr. Steve Cooper’s (Chief Information Officer for OHS) desire for Global’s collective thinking on how to resolve privacy issues in justice information sharing systems.
There was some discussion of, in essence, why produce a White Paper on privacy and information quality?  There was a question of whether the White Paper would duplicate the work of the Justice Information Privacy Guideline (“Guidelines”).
  Chairman Cropper replied that the Guidelines were targeted toward state and local justice practitioners.  The White Paper would aim for a much broader audience, and would be targeted towards high-level policymakers rather that the Guidelines’ practitioner-level focus.  Mr. McCreary referenced earlier discussion that there exist many rules for law enforcement, prosecution-oriented information sharing, but these policies have not yet been developed for prevention-oriented information sharing.  The White Paper’s audience is the GAC, and it will be an educational piece for this group of policymakers.  Mr. John Terry related a comment from Ms. Anne Gardner that what is missing from the Guidelines is a high-level policy discussion.  Mr. Wallace, co-chair, stressed the need for the White Paper to build on the Guidelines.  Mr. Dempsey stated that the Guidelines remain a valid document, and that we need to map those privacy principles onto the new terrorism and prevention context.

There was consensus that the White Paper should include a section on what has changed in justice information sharing since the terrorist attacks of 9/11.  Some participants found value in explicitly stating in the White Paper that 9/11 triggered and is leading to broader information sharing and analyzing capacities.  These capacities, created for fighting terrorism, will inevitably be applied to traditional law enforcement, and safeguards need to be put in place.  Mr. Wallace shared that some of Global’s guiding principles are to improve the administration of justice and protect the nation’s public by promoting technologies and practices for the secure sharing of justice information, consistent with individual rights and constitutional values.  Our constitutional rights and values are not changing; rather, new situations in which to apply them have come about.

There was also consensus on organizing the White Paper along the eight privacy principles articulated in the Guidelines.  Then, each principle will be applied to the four information models discussed above, including discussion of the factors such as scope, content, and applicability.  Mr. Robert Deyling suggested the White Paper should identify applicable privacy laws within each section to inform the readers of legal constraints and mandates within each particular area.

The White Paper should use realistic examples of the type of privacy and information quality issues that justice information sharing systems grapple with.  It would be counterproductive to use wild or far-fetched hypothetical incidents that just do not occur.  

A title for the White Paper was agreed upon:  Effective and Responsible Use of Information Technology in a New Era of Public Safety and National Security.  The title portrays the Focus Group’s belief that privacy and security can be protected in integrated justice information systems, and its commitment that the White Paper will help achieve this goal.
White Paper Drafting and Review Process

The Focus Group agreed upon a process for producing the White Paper, including adequate time for circulation and review of drafts.  Ms. Beth Gammie, Institute for Intergovernmental Research, will draft an outline and the initial draft.  


In addition, conference calls and/or additional meetings may be scheduled as needed within the process.


Participants were strongly encouraged to send to Ms. Gammie any information they have on privacy laws, resources, or other helpful materials.  Participants were encouraged to circulate drafts within their respective organizations and to other interested parties and organizations.  Discussion identified other groups or stakeholders affected by these issues and the need to reach out for input on their views on appropriate policies such as the media, information industry, companies who create value-added information sharing systems (e.g., Lexis-Nexis), privacy experts, and the intelligence community. 

Adjournment


In closing, Chairman Cropper thanked everyone for their participation and adjourned the meeting at 3:45 p.m.

summary pwg washington.doc
� In re:  Sealed Case No. 02-001, November 18, 2002.  Mr. Dempsey joined other counsel in filing an amicus brief for the Center for Democracy and Technology.  


� This document was produced by the National Criminal Justice Association under a grant by �the Bureau of Justice Assistance and released in September 2002, and can be found at:  � HYPERLINK "http://www.ncja.org/pdf/privacyguideline.pdf" ��http://www.ncja.org/pdf/privacyguideline.pdf�. 
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