Wisconsin Puts Information 

Sharing in Its AISLE

A

lthough it is true that most law enforcement agencies have had public Web sites for several years, adoption of Web technologies for internal use among law enforcement and public safety professionals has been slow.  The events of September 11, 2001, and the subsequent push to improve information sharing has moved public safety officials to take the next step:  build a communications infrastructure based on Extensible Markup Language (XML) and Web services that will allow officers in the field to access criminal justice information over a secure private network via a Web browser.

The National Law Enforcement Telecommunication System (NLETS) recently requested $650,000 from the Office of Justice Programs (OJP), National Institute of Justice, to pilot Web-based NLETS access to 1,000 police officers in the state of Wisconsin.  Advanced Technology Systems (ATS) of McLean, Virginia, is the integrator on the project called Accelerated Information Sharing for Law Enforcement (AISLE).  The AISLE project will be funded as part of OJP’s National Institute of Justice, which funds interoperability projects.  “Although we have been sharing information between states for nearly 40 years, the time has never been better to transition to new technologies like XML and Web services that will let us standardize this information while making the data more accessible and valuable than ever,” says Steve Correll, Executive Director of NLETS.  He explains that NLETS connects to more than 500,000 computer terminals in the United States and Canadian criminal justice communities.

Gerry Coleman, Director of the Crime Information Bureau, Wisconsin Department 

of Justice, notes that the joint project with NLETS is a continuation of the state’s Enhanced Transaction Information for the Management of Enforcement (eTIME) project.  He explains that eTIME delivers Web access covering Wisconsin driver’s license, vehicle, criminal history, and wanted persons information. The system also allows police officers to run checks with the National Crime Information Center (NCIC).  Coleman adds that the advantage of NLETS information is that it offers in-depth detail on state criminal justice information. “What this does is move us out of a Teletype world and into an Internet world,” says Coleman, who also notes that, in the past, law enforcement agencies were forced to purchase expensive, custom-programmed software to access simple text-based state crime data.  “We could never use hypertext links and had no way to use images or graphics.  Now, all of that is available to us.”

The AISLE project, with NLETS, will become operational in the fall of 2002.  Under the first phase of the project, the 1,000 eTIME users were given Web access to out-of-state vehicle information and criminal history data.  Over time, eTIME users will have access to a wealth of NLETS information including boat and snowmobile information, as well as information regarding probation, parole, corrections, and sex offender data.  Additional information on aircraft tracking and road and weather conditions will eventually be included as well. “Access to NLETS gives law enforcement Web-based access over a private network that can deliver a higher level of security and availability with dedicated network service personnel while keeping a law enforcement priority,” says Coleman.  “A regular ISP [Internet Service 


Provider] may take the network down in off hours, but those hours may be a critical time for law enforcement.”

Wisconsin’s eTIME system is based on IBM’s WebSphere middleware and an Oracle database.  WebSphere translates Wisconsin’s legacy criminal justice information into an XML format that can run over the Web.  WebSphere also has the Web services protocols that let Wisconsin’s Web server exchange data with the XML Message Router at NLETS headquarters in Phoenix, Arizona.  ATS developed the NLETS XML Message Router using Microsoft’s .Net technology, which also has the underlying Web services standards and protocols built into it.

It must be noted that Web services is not a system for delivering information or a commercial service over the Web.  Rather, Web services is a specific set of standards for data exchange.  Bob Slaski, 
Vice President of product development for ATS, says Web services is to data transfer what XML is to data format.  Products like .Net and WebSphere have the core Web services protocols and standards built into them that allow data to be exchanged.  The three most important standards are:  
· Web Services Definition Language (WSDL)—Describes the Web services interface.

· Simple Object Access Protocol (SOAP)—Transports Web services information.

· Universal Description, Discovery, and Integration (UDDI)—Provides a Web services directory and repository for Web-based transactions.

The AISLE project provides many benefits to law enforcement officers; for example, a Wisconsin officer conducts a routine stop of 

a motorist with out-of-state plates and runs an NLETS check for motor vehicle and criminal history information.  The request goes into the Web server at Wisconsin’s Department of Justice in Madison, Wisconsin, and over a T-1 line to the NLETS XML Message Router in 
Phoenix, Arizona.  Using SOAP protocol, the XML Message Router sends the request to an NLETS switch, which changes the XML data into a legacy transaction.  Data is then sent to the state where the plates are registered, which sends the information back to NLETS.  The data is converted back into XML and sent to the officer via SOAP through the Web server in Wisconsin.  This procedure is performed in seconds without need for any user intervention.

The project is still experimental, but public safety officials hope to build on Wisconsin’s experience and encourage other states to use Web technologies to access NLETS information and, eventually, NCIC data as well.  Other goals are to go beyond simple data exchange with Web services and build UDDI directories, improve wireless communications, provide more officers with handhelds or laptops with wireless cards, and run XML exchanges with the NLETS messages via Simple Mail Transfer Protocol.  “The advantage of Web technologies is that they are standards-based and, as we add applications, we can deploy them using commercial off-the-shelf technology,” says Slaski.
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