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“An improved information sharing environment … will be constructed upon a foundation of trusted partnerships among all levels of government, the private sector, and our foreign allies—partnerships based on a shared commitment to detect, prevent, disrupt, preempt, and mitigate the effects of terrorism. This Strategy sets forth the Administration’s vision of what improvements are needed and how they can be achieved.”

—Introduction to The President of the United States’ National Strategy for Information Sharing (see http://www.whitehouse.gov/nsc/infosharing/NSIS_book.pdf). 

When Mr. John Cohen, Senior Policy Advisor, Office of the Program Manager, Information Sharing Environment (PM-ISE), delivered the National Strategy for Information Sharing (“Strategy”) to members of the U.S. Department of Justice’s (DOJ’s) Global Justice Information Sharing Initiative (Global) Advisory Committee (GAC) members at the October 31, 2007, GAC meeting, it was literally “hot off the press”—the report was simultaneously being released by the President of the United States at a meeting at the White House.  Mr. Cohen finished his remarks by stating, “Let me just say in conclusion:  this Strategy would not have been possible without Global and the various working groups within Global.”  

In addition to providing critical support and guidance toward a more secure nation through better intelligence sharing, members of the GAC and associated working groups apply their expertise to the broad range of justice challenges that can be advanced, addressed, or improved through enhanced, standardized exchange of a variety of justice-related data.  Following is a summary of key achievements and deliverables facilitated by Global during 2007, as well as an outline of the structure and membership of the Initiative.      

Introduction

Never before has America’s need for justice information sharing been more compelling.  The absence of this capability, however, has plagued practitioners for decades.  While broad-scale exchange has yet to be achieved, claims that the problem has gone unaddressed are unwarranted.  The U.S. Department of Justice’s (DOJ) Global Justice Information Sharing Initiative (Global)1 Advisory Committee (hereafter, GAC or Committee) exists to make recommendations and support the chief law enforcement officer—the U.S. Attorney General.  With the support and guidance of the Bureau of Justice Assistance (BJA) and DOJ, the GAC has concentrated its diverse expertise on challenges and opportunities for justice and public safety information sharing.  Since 1998, members of this Federal Advisory Committee—representing justice and public safety communities at all levels of government—have actively advocated information sharing while safeguarding citizens’ constitutional rights.  Global is aimed at facilitating the appropriate “availability of information” and is truly a national effort.

Background

Global:  Leading the way—getting the right information to the right people, in the right place, at the right time.

—Vision Statement of the Global Advisory Committee

Mission and Guiding Principles

The GAC recommends to the Assistant Attorney General and the U.S. Attorney General measures to improve the administration of justice and protect the public.  The Committee promotes practices and technologies for the secure sharing of justice information as it relates to local, state, and tribal governments and their relationships to the federal government.

Under the support and guidance of BJA and DOJ, the GAC advises the 
U.S. Attorney General regarding the promotion of standards-based electronic information exchange throughout the justice and public safety communities.  This effort is crucial because public and practitioner safety are best secured when all players—from patrol officers to prosecutors, from court officials to corrections personnel—have access to timely and accurate information.

The guiding principles of the GAC are to: 

· Support the goals of the U.S. Attorney General and DOJ by promoting an inclusive environment, bringing together representatives from the entire justice, public safety, and first responder communities to address and make recommendations to overcome the barriers to justice information sharing across agencies, disciplines, and levels of government.

· Facilitate information sharing among local, state, tribal, and federal law enforcement agencies—large or small—through the exploration and promulgation of the most promising methods for developing and sharing critical intelligence data.

· Support the development and implementation of standards that facilitate seamless exchange of information among justice, public safety, and first responder communities.

· Provide information that supports sound business decisions for the planning, design, and procurement of cost-effective, interoperable information systems.

· Identify concepts that leverage existing infrastructure, capabilities, and functionality.

· Support constitutional values and individual rights by ensuring the accuracy and security of justice information and the implementation of appropriate privacy safeguards.  GAC recommends the adoption of privacy and information quality policies that promote the responsible collection, handling, management, review, and sharing of personally identifiable information.
· Acknowledge that while there is a strong national consensus that improved justice-related information sharing is critically important, there is a commensurate desire to protect individuals’ privacy.  
The GAC operates in accordance with Federal Advisory Committee Act (FACA) provisions and convenes twice a year in Washington, DC (in 2007, on April 18 and October 31).  Meetings are announced in the Federal Register, and members of the public are welcome as observers.

GAC Structure:  Membership, Leadership, and Working Groups

GAC members represent key organizations from local, state, tribal, federal, and international justice and public safety and include agency executives and policymakers, automation planners and managers, information practitioners and, most important, end users.  This last group distinguishes GAC as a committee:  its members remain actively dedicated to information sharing precisely because they continue to be producers, consumers, and administrators of crucial justice-related data. 

Membership

Committee membership reflects the fundamental tenet that the entire justice-interested community must be involved in information exchange.  Member agencies are as follows:

· Administrative Office of the U.S. Courts

· American Association of Motor Vehicle Administrators

· American Correctional Association

· American Probation and Parole Association

· Association of State Correctional Administrators

· Conference of State Court Administrators

· Criminal Intelligence Coordinating Council

· Criminal Justice Information Services Advisory Policy Board

· Executive Office for United States Attorneys

· Federal Bureau of Investigation—Criminal Justice Information Services Division

· International Association of Chiefs of Police

· International Association of Chiefs of Police—Division of State and Provincial Police

· International Association of Chiefs of Police—Indian Country Law Enforcement Section

· INTERPOL—USNCB

· Major Cities Chiefs Association

· National Association for Court Management 

· National Association of Attorneys General

· National Association of State Chief Information Officers

· National Center for State Courts

· National Conference of State Legislatures

· National Council of Juvenile and Family Court Judges

· National Criminal Justice Association

· National District Attorneys Association

· National Governors Association

· National Legal Aid & Defender Association

· National Sheriffs’ Association

· Nlets—The International Justice and Public Safety Information Sharing Network 

· SEARCH, The National Consortium for Justice Information and Statistics

· U.S. Department of Homeland Security

· U.S. Department of Justice—Justice Management Division

· U.S. Drug Enforcement Administration

Leadership
The current GAC chair and vice chair, elected biennially (most recently, fall 2006) by fellow committee members, are Mr. Robert P. Boehmer, Director, Institute for Public Safety Partnerships, University of Illinois at Chicago, representing the National Criminal Justice Association (NCJA); and Colonel Bart R. Johnson, New York State Police, representing the International Association of Chiefs of Police—State and Provincial Police and the Criminal Intelligence Coordinating Council. Elections for the succeeding GAC leadership term will occur in fall 2008. 

The GAC Executive Steering Committee (GESC) consists of the GAC chair and vice chair, working group chairs, and four at-large GAC representatives.  The at-large representatives are nominated and elected by GESC.  

The GESC has the responsibility to: 

· Provide advice to the Designated Federal Official (DFO) regarding areas of priority and recommended research and prepare advisory recommendations for the approval of GAC.  Upon approval of advisory recommendations, GESC forwards them to the Assistant Attorney General and the U.S. Attorney General (or the designated appointee).

· Schedule meetings and develop GAC meeting agendas with the approval of the GAC chair and the DFO.
· Solicit suggestions for additional technical, professional, and administrative assistance to effectively and adequately address areas of need to support DOJ activities.  

The GESC meets immediately before biannual GAC meetings (i.e., in 2007, the GESC met on April 17 and October 30) to prepare for the larger gatherings, consult with federal officials, and conduct executive business in support of the Initiative.  GESC members convene two additional times a year (winter and summer) specifically to strategize for ongoing GAC activities and future courses of action.  In recognition of Global’s fundamental tenet of collaboration and support of complementary efforts at all levels of government, the GESC purposefully coordinates these strategic planning meetings with partner events (for example, on August 1, 2007, in conjunction with the NCJA’s Annual Conference).  This provides Global leaders with the opportunity to visibly exhibit the ideals of justice community esprit de corps through on-site participation, networking, and promulgation of Global resources, as well as to leverage time, travel, and financial resources.  The GESC also conducts business via conference calls and e-mail, as necessary.
Working Groups

GAC working groups comprise committee members and other subject-matter experts, expanding GAC’s knowledge and experience.  These groups are formed around timely issues affecting justice information sharing and meet as often as necessary.  During 2007, the following working groups engaged in the following targeted areas. 

Global Infrastructure/Standards Working Group
The Global Infrastructure/Standards Working Group (GISWG) was formed to facilitate broad-scale data exchange by developing and adopting an architecture and standards that enable transparent integration of disparate systems.    

This working group recommends a framework that assists government entities in establishing an operational environment, enabling the sharing of justice, public safety, and first responder information within the guiding principles of GAC.  GISWG identifies strategies and tactics that will implement that framework, which will be designed to identify those critical components—programmatic and technical—necessary to develop and maintain a sound justice information sharing architecture.  

Global Intelligence Working Group
The Global Intelligence Working Group (GIWG) and Criminal Intelligence Coordinating Council (CICC) are charged with advising and providing recommendations to the 
U.S. Attorney General on issues relating to advancing the use of technology, standards, and collaboration between agencies/organizations in the area of criminal intelligence.  The GIWG and CICC serve as advocates for local law enforcement in their efforts to develop and share criminal intelligence for the promotion of public safety and the security of our nation.  

This working group provides guidance and advice in connection with the implementation and refinement of the GIWG/CICC-facilitated National Criminal Intelligence Sharing Plan (NCISP or “The Plan”) and Fusion Center Guidelines.  (Global groups supported the development of these hallmark resources in partnership with a number of intelligence partners representing different levels of government.)  This goal is supported by the Criminal Intelligence Coordinating Council (CICC), inaugurated in June 2004, whose members advocate for local law enforcement in its efforts to develop and share criminal intelligence for the promotion of public safety and the security of our nation.  

The GIWG and CICC work to ensure that every chief, sheriff, and law enforcement and homeland security executive understands the role his or her agency plays in the development and sharing of information and intelligence.

The Global Initiative, the intelligence community, and the larger justice landscape in which the GIWG/CICC serves and operates are dynamic entities and environment.  As such, this mission will likely evolve as efforts continue toward implementation of the Information Sharing Environment Implementation Plan and the Guideline Reports, per the Intelligence Reform and Terrorism Prevention Act of 2004, as well as the National Strategy for Information Sharing.  State, local, and tribal law enforcement agencies are expected to be affected by the impending changes and will need guidance and assistance. 

Global Outreach Working Group

The Global Outreach Working Group (GOWG)—the newest of the working groups,4 institutionalized from an ad hoc committee in accordance with the governing Bylaws5—dedicates the entire focus of its endeavors to supporting Global’s mission to facilitate broad-scale sharing of justice and public safety information by promoting standards-based electronic information exchange, providing the justice community with timely, accurate, complete, and accessible information in a secure and trusted environment.  “Awareness” is implicitly a Global strategic goal in support of this mission, because the best GAC resources are only as good as their utility to and use by the justice-interested community.  Awareness is the first step in adoption of Global recommendations and, by extension, support for and promulgation of the Global Initiative.  GOWG efforts are focused in two distinct (and sometimes overlapping) directions—promoting the good works of the Initiative to the larger justice community (“outreach”), and also ensuring GAC participants are fully informed not only about Global activities, but also about their roles and responsibilities as members of the Committee (“inreach”).  GOWG members concentrate on delivering outreach and inreach assistance in an institutionalized and consistent manner, elevating previously ad-hoc Global communications activities to a systematic process.

Global Privacy and Information Quality Working Group
The Global Privacy and Information Quality Working Group (GPIQWG) was formed by BJA because of the growing need to address information privacy as affected by advancing technological capabilities.  Indeed, privacy may become one of the most important technology issues of the twenty-first century. 

This working group makes recommendations to the U.S. Attorney General on issues regarding the adoption of privacy and information quality policies by justice system participants.  These policies promote the responsible collection, handling, management, review, and sharing of (personal) information about individuals.  The GPIQWG:  
(1) assists government in ensuring that personal information will not be inappropriately disseminated or misused; (2) ensures that there are safeguards against the collection and use of inaccurate information—particularly when the information is disseminated in open environments such as Internet-based systems; and (3) improves the reliability of criminal records in an integrated electronic system.  

Global Security Working Group 

The Global Security Working Group (GSWG) was formed in recognition of the fact that the security of the justice information exchange enterprise is only as strong as its weakest link.  Of particular importance is the enhancing of data security across trusted justice information systems and networks, developing best practices based on industry standards, and creating an awareness of the criticality of security for the exchange of data.  The working group’s focus is based on justice practitioners’ needs, industry direction, and key collaborative initiatives from the other Global working groups. GSWG members acknowledge the importance of determining effective security guidelines for legacy systems, as well as for the new and enhanced systems to which they are joined.

This working group enables the trusted sharing of justice information by recommending best practices for security guidelines, technologies, and procedures. This goal encompasses exploration and recommendations regarding resources on wireless security, security architecture, and Web services security.  Also, standards and architectures need to be identified that allow practitioners to acquire and migrate to the technologies and policies that provide secure interoperability.  To that end, GSWG contributes ideas that further review, gap analysis, risk mitigation, and implementation studies of technology standards and implementations.  

2007:  Year in Review

Hallmark Event:  2007 National Fusion Center Conference

In recognition of and reaction to the imperative of intelligence sharing, U.S. DOJ’s Global—in partnership with the U.S. Department of Homeland Security (DHS); DHS’s Homeland Security Advisory Council; Federal Bureau of Investigation; Office of the Director of National Intelligence (ODNI); and Office of the Program Manager for the Information Sharing Environment (ISE-PM)—held the first annual National Fusion Center Conference on March 6–8 in Destin, Florida.  The conference, attended by more than 580 state, local, tribal, and federal law enforcement and homeland security officials from across the nation, supported efforts to establish the Information Sharing Environment (ISE) as called for in the Intelligence Reform and Terrorism Prevention Act of 2004.  It provided an opportunity for attendees to discuss how to best incorporate state and major urban area fusion centers into national efforts to improve the sharing of information related to terrorism.

“We are working towards an era of increasing collaboration, and fusion centers are a great example of how partnerships can achieve great success,” said Homeland Security Michael Chertoff during his keynote address at the conference.

At the conclusion of the 2007 event, plans immediately commenced in support of the 2008 National Fusion Center Conference, expected to draw almost twice the number of attendees.  (That event will be held in March 2008 in San Francisco, California.)  

While the National Fusion Center Conference was a highlight event, the conference was only one example in a series of successful meetings, recommendations, and resources that volunteers from the Global Initiative delivered to/engaged in for the benefit of justice colleagues in the field.  

During 2007, members of the GAC, Global Working Groups, and associated task teams and committees have applied talents to the following:

Global Meetings (Including the GAC, Working Groups, and Task Teams)

· January 8–9, 2007—The Technical Privacy Task Team, a subcommittee of the GSWG, met in conjunction with the GESC meeting in San Francisco, California.  During the meeting, the group discussed translating privacy policy into current technical standards, methodology, standards, deliverables, time frames, and future tasks.  A work plan was developed that included the tasks, team assignments, and time frames for each deliverable. The priority deliverables were updated to reflect tasks that could be completed within a time frame of approximately six months. 
· January 9, 2007—The GESC held a planning session in San Francisco, California.  The purposes of the meeting were to set the GAC course for the next 12–18 months; conduct Global leadership business, such as membership decisions and structural refinements (e.g., creation of the GOWG); and prioritize special projects for budgetary purposes.

· January 30, 2007—Several members of the CICC met with officials from BJA and the Deputy Assistant Attorney General, Criminal Division, Washington, DC.  The primary purpose of the meeting was to discuss and obtain approval to move forward on recommendations made by the GIWG regarding the establishment of a Gang Intelligence Strategy Committee to operate under the auspices of the CICC.

· January 31, 2007—Several members of the CICC attended a meeting in Washington, DC, with officials from BJA and the Office of Legal Policy (OLP).  The meeting discussion focused on possible revisions to 28 CFR Part 23 and OLP’s desire to obtain state and local input on the regulation through a Global-facilitated data call. 

· February 20, 2007—The GISWG Executive Architecture Committee (EAC) held a meeting in Washington, DC, in conjunction with the GISWG meeting. The purpose of the meeting was to review current recommendations from  GISWG’s subcommittees. The meeting concluded with a discussion of action items.

· February 21–22, 2007—The GISWG met in Washington, DC.  The meeting included breakout sessions for the Services and Services Interaction Committees.  The committees reviewed and recommended revisions to documents and discussed ISE initiatives.

· February 27, 2007—The GPIQWG Information Quality Assessment Tool (IQAT) Task Team held a full-day kickoff meeting in Washington, DC, to hear presentations on existing justice-related IQ assessment and auditing methods and to begin defining the scope of a Global IQ assessment tool.

· March 5–6, 2007—The GSWG and GSWG Technical Privacy Task Team held meetings in San Diego, California.  The meetings included GESC updates, GSWG strategic direction (i.e., business plan and newly formed delivery teams), and 2007 project proposals.  Updates were provided on the status of GFIPM, and a briefing was given on the draft IJIS paper titled “Web Services and SOA Security for Justice Information Sharing.”  The GSWG held concurrent breakout sessions of the Security Policy Delivery Team and the Technical Privacy Task Team. 

· March 13, 2007—GPIQWG’s IQAT Task Team held a half-day afternoon meeting in Phoenix, Arizona, in conjunction with the following day’s GPIQWG meeting, to begin drafting recommendations for an IQ Assessment Tool Questionnaire and to review other work and research, including a presentation on International Standardization Organization (ISO) Specification 9001:2000 and Methods of Data Quality Control.

· March 14, 2007—GPIQWG held a full-day meeting in Phoenix, Arizona, to address how to proceed on the four priorities outlined in the 2007 business plan that was approved by the GESC earlier in January.  At this meeting, the group welcomed eight new members and heard a presentation from the chair of the newly established Global Outreach Working Group, a status presentation on the ISE Privacy Guidelines project, an update from the IQAT Task Team, and an overview of pending changes in records management.  Breakout sessions were held to work on recommendations for the four business plan priorities:  IQ Guidebook, IQ Assessment Tool, Privacy in Fusion Centers, and Training/Outreach.

· March 26–27, 2007—The GISWG Management and Policy (M&P) subcommittee met in Minneapolis, Minnesota. Discussions included how the utilization of “Use Case” and “Tier” concepts could help organize the work of the committee and help focus discussions around committee deliverables and the Justice Reference Architecture (JRA). The group reviewed the JRA Concept of Operations (ConOps) document and mapped the deliverables noted within this document to the M&P work plan.  

· April 17, 2007—The GESC met in Arlington, Virginia, in conjunction with the biannual GAC meeting.  The focus of the meeting was to preview and prepare for the GAC meeting, providing a forum for Global leaders to anticipate discussion topics, recommendations, and issues for guidance/resolution.  An orientation was held for new GAC members. 

· April 18, 2007—The GAC held its spring meeting in Arlington, Virginia. The purpose of this meeting was to review the progress of the Global working groups and other justice-related information sharing efforts.  Updates were provided by each of the working group chairs, and presentations were given regarding other justice initiatives, including GJXDM to NIEM, intelligence, privacy, and Global-informed privacy efforts at all levels of government:  state, regional, and federal.  
· May 7–8, 2007—The Technical Leads of the GSWG Technical Privacy Task Team met in Arlington, Virginia.  The purpose of the meeting was a technical review of the first draft of the recommendation report:  Implementing Privacy in Justice Information Sharing: A Technical Framework. 
· May 17, 2007—The GIWG Gang Intelligence Strategy Committee met in Alexandria, Virginia.  The purpose of the inaugural meeting was to provide guidance and assistance on several key topic areas, including but not limited to developing strategies for connecting all gang intelligence systems; identifying and cataloging national resources for improving information and intelligence sharing regarding gangs; and developing recommended policies for establishing and operating local, state, and regional gang intelligence units and task forces.

· June 7–8, 2007—The GSWG Technical Privacy Task Team met in Arlington, Virginia.  This meeting was a continuation of the May 7–8 meeting to vet a second draft of the report Implementing Privacy in Justice Information Sharing:  A Technical Framework and integrate comments from the review process.  

· June 7, 2007—The CICC met in Arlington, Virginia.  The attendees received updates and discussed many items, including ISE implementation efforts, fusion center regional program efforts, the suspicious activity report project, development of a strategy for implementing public and private partnerships within fusion centers, privacy issues, formation of the Gang Intelligence Strategy Committee, training and technical assistance initiatives, and FBI information sharing initiatives.  An FBI counterterrorism presentation was provided as well.

· June 25–26, 2007—GPIQWG’s IQAT Task Team met in two half-day sessions—the afternoon of June 25, 2007, and the morning of June 26, 2007—in conjunction with the GPIQWG meeting held in Fairfax, Virginia.  The group’s focus was to consolidate the draft IQ Assessment Tool Questionnaire with the IQ Dimensions (formerly identified in the February 2007-released GPIQWG product—Information Quality:  The Foundation for Justice Decision Making), establish relationships with defined components of the information life cycle, and condense this information into a useful tool that could be customized to individual justice exchange processes.  

· June 26–27, 2007—GPIQWG held a day-and-a-half meeting in Fairfax, Virginia, to listen to presentations by the GSWG Technical Privacy Task Team, Global Updates by GAC Chairman Robert Boehmer, recommendations for an online data quality resource listing, a status report by the IQAT Task Team, and an overview of the Privacy Technical Assistance (TA) Providers meeting.  A full day was devoted to breakout sessions to enable the subcommittees to focus on the four identified 2007 GPIQWG priorities.

· July 9–11, 2007—The GISWG met in Washington, DC.  The meeting included breakout sessions for the Executive Architecture Committee, which is the steering committee, as well as the Management and Policy, Services, and Services Interaction Committees.  The committees reviewed and recommended revisions to documents and resources in support of the Global Justice Reference Architecture (JRA).

· July 10−11, 2007—The Global Intelligence Working Group held a meeting in Washington, DC.  The Gang Intelligence Strategy Committee, Privacy Committee, and Commission on Accreditation for Law Enforcement Agencies (CALEA) Task Team met on the first day of the session and developed recommendations that were presented to the entire GIWG membership during a plenary session on July 11.  Items covered during the plenary included the Tips and Leads Policy Paper; recommendations regarding 28 CFR Part 23 revisions; review of the gang data call assessment tool; recommendations for improving submissions to the Violent Gang and Terrorist Organization File; and recommendations for enhancing CALEA Standards.

· July 12, 2007—The GOWG met in Washington, DC, to determine how to better promote the recommendations of the Global Initiative through both inreach and outreach.  A draft Global Outreach and Communication Framework was reviewed, with suggestions offered for refinement and presentation to the GAC in October.

· August 2–3, 2007—Members of the GISWG Management and Policy Committee convened a meeting in Seattle, Washington.  The purpose of the meeting was to develop recommendations for a Global Justice Services Federation Participation Agreement for the JRA.

· August 6–7, 2007—The GFIPM Delivery Team held a planning session in Atlanta, Georgia.  The purpose of the meeting was to continue to support development of the GFIPM Metadata Specification Version 1.0.

· August 9−10, 2007—The National Fusion Center Coordination Group held an off-site meeting in Virginia Beach, Virginia.  The purposes of the meeting were to obtain updates on current and pending projects and to develop planning strategies for new efforts and initiatives.  Items discussed included the Governors’ Primary Designation Letter; the 2007 Fusion Center Assessment; the Joint FBI/DHS/National Guard Implementation Plan; fusion center sustainment and baseline capabilities framework; fusion center security responsibilities; and intelligence-led policing efforts.  

· August 13–15, 2007—The XSTF convened a meeting in Washington, DC. The primary purpose of the meeting was to discuss corrections, juvenile justice, and offense structures and elements for the GJXDM.  In addition, several GJXDM maintenance issues were resolved.

· August 21–23, 2007—More than 300 justice and public safety practitioners, technical developers, and decisionmakers convened in downtown Chicago to “Get on the Team—Share with NIEM!” at the 2007 Global Justice Information Sharing Users’ Conference.  Participants gathered for the latest on the National Information Exchange Model (NIEM) and Global Justice XML Data Model (GJXDM)—learning about the recent NIEM/GJXDM harmonization, trading implementation stories, and investigating tools and techniques to assist organizations in sharing information across domains, including nontraditional partners—critical in today’s changing justice landscape.  This successful event was sponsored by the BJA, OJP, DOJ, and GJXDM Training and Technical Assistance Committee (GTTAC).  Global supported the event by providing speakers and resources for attendees, and fundamentally through the development of the hallmark justice information sharing standard, the GJXDM, on which NIEM is based.

· August 27, 2007—the Global Outreach Working Group’s Web site task team met in Washington, DC, to discuss ways to improve the content and functionality of the Global portion of the OJP-IT Web site.  

· September 17–19, 2007—The GSWG Security Policy Delivery Team held a meeting in Arlington, Virginia.  The meeting's purposes were to discuss minimum security requirements for organizations that need to share information and to make recommendations on the Security Considerations for Global Justice Federations document.

· September 24–26, 2007—The GFIPM Delivery Team held a meeting in Atlanta, Georgia.  The purpose of the meeting was continued support towards the development of the GFIPM Metadata Specification Version 1.0, including governance, maintenance, and outreach issues.

· October 9−10, 2007—GPIQWG held a day-and-a-half meeting in Fairfax, Virginia, to discuss Global updates (including reports from working group liaisons), review a federal requirements crosswalk, discuss the Fusion Center Privacy Technical Assistance endeavor, identify products for the future, and continue drafting recommendations via breakout sessions for each of the three task teams:  Information Quality (IQ) Assessment Process Task Team, IQ Program Guidebook, and Training and Outreach Task Team.  

· October 29, 2007—Members of the GIWG CALEA Task Team held a meeting in Arlington, Virginia, to review and modify proposed language changes to CALEA Standard 42.1.6 (Criminal Investigations Standard).  The Task Team’s goal is to further institutionalize the intelligence and information sharing goals that the National Criminal Intelligence Sharing Plan (NCISP) represents as well as to improve the delivery of law enforcement services that CALEA strives to attain. 

· October 29–30, 2007—The GISWG Services Committee held a meeting in Bethesda, Maryland.  The purpose of the meeting was to discuss, review, and vet the Services Specifications Guidelines.

· November 14–15, 2007—The GSWG met in San Diego, California.  The primary purpose of the meeting was to review current priority projects, conduct strategic planning activities towards the 30-month work plan, and provide input into the Security Considerations for Global Justice Federations document.  

· November 14−15, 2007—The National Fusion Center Coordination Group (NFCCG) held a meeting in Washington, DC.  The meeting was attended by state, local, and federal representatives, and a number of issues and initiatives were discussed during the session, including a congressional update by staff from the House Committee on Homeland Security, Subcommittee on Intelligence, Information Sharing, and Terrorism Risk Assessment; review and approval of NFCCG mission, goals, and charter; the 9/11 Commission Act and its impact on affected federal agencies; the National Strategy for Information Sharing; the 2008 National Fusion Center Conference agenda; and potential projects/issues for NFCCG consideration.

· November 27, 2007—The GOWG met in Washington, DC.  The purpose of the meeting was to continue to develop recommendations on how to better promote the work of the Global Initiative.

· November 28, 2007—The GOWG’s Web site task team met in Washington, DC, to review progress made by IIR on improvements to the Global portion of the OJP-IT Web site, and to make recommendations for additional improvements.

· December 6, 2007—GPIQWG’s IQ Program Guidebook Task Team met for a drafting session in Washington, DC, to finalize the recommendations on the guidebook outline, develop a proposal for a conceptual approach to IQ dimensions (core versus contextual), and discuss recommended content for chapters of the guidebook.

Global Deliverables, Recommendations, and Resources 

· At the request of the DOJ’s Office of Legal Policy, the GIWG/CICC organized and supported development of a 28 CFR Part 23 data call assessment tool that was developed with support of the GIWG/CICC.  The tool is used to query law enforcement agencies that utilize 28 CFR Part 23 to determine the effectiveness of the regulation in today’s information sharing environment and determine whether any enhancements and/or modifications are needed to the regulation.  A final report was drafted and released.

· GSWG supported the development of Applying Wireless Security Practices to Justice Information Sharing (final version), a companion resource to the original document, titled Applying Security Practices to Justice Information Sharing. This resource contains comprehensive information regarding wireless security guidelines for secure information sharing.  Only issues unique to wireless deployments have been addressed.  Many of these suggested practices are low-cost in that they require justice practitioners to be educated about security practices and suggest awareness and evaluation of the security threat.  This document has gone through a rigorous vetting by the justice community to incorporate feedback.  When the document was finalized, the companion resource CD was updated to reflect the wireless content and was distributed to practitioners interested in wireless implementations.


· GISWG finalized the Global Justice Reference Architecture Specification (Working Draft Version 1.4, a resource that is intended as a resource for a technical audience.  The group also made significant strides toward developing the next version, Global Justice Reference Architecture Specification (Working Draft Version 1.5).    


The Global Justice Reference Architecture Specification has been developed by the GISWG for use by the justice community and provides the technical specifications for the Global Justice Reference Architecture (JRA). It provides the background and concepts—a strong foundation—required for the implementation of service-oriented architecture (SOA).  The Global JRA Specification is intended to facilitate interoperability in information sharing by establishing a common language that can be used to exchange data with partner justice organizations.  

· GISWG members supported the development of Global JRA Web Services Service Interaction Profile (Version 1.1) and Global JRA ebXML Messaging Service Interaction Profile (Version 1.0). These resources profile interoperable messaging specifications as a critical component of the Global Justice Reference Architecture Specification.  This specification details the security requirements and service interaction requirements intended to facilitate interoperability in information sharing by referencing standards that can be used among partner justice organizations.  

· GPIQWG finalized and released for publication an information quality fact sheet titled Information Quality:  The Foundation for Justice Decision Making—an educational primer and awareness document featuring the multiple dimensions of information quality, scenarios demonstrating the effects of poor and good information quality, and where to turn for further information.

· GSWG finalized and released for publication an in-depth technical privacy policy resource titled Implementing Privacy Policy in Justice Information Sharing:  A Technical Framework—a resource that provides the baseline for a common vocabulary for implementing privacy policy among organizations that need to share information.  In addition, this resource provided the final recommendations of the GSWG Technical Privacy Task Team.  The product set for Implementing Privacy Policy in Justice Information Sharing:  A Technical Framework includes a high-level executive overview in the format of a two-page flyer geared toward policymakers.


· The GIWG Privacy Committee finalized an issue paper to provide guidance to state, local, and tribal law enforcement agencies regarding the handling of information received as a result of tips, leads, and suspicious incidents.  This tips and leads issue paper was developed in furtherance of the recommendations in the National Criminal Intelligence Sharing Plan (NCISP).

· The GPIQWG’s IQ Assessment Process Task Team furthered refinements to the agency self-assessment questionnaire titled IQ Dimensions Applied to Incident Report.  In the early part of 2008, this tool, or matrix, will serve as a model to apply to other common justice events and will also become a chapter of the Information Quality Program Guidebook.

· The GPIQWG’s Training and Outreach Task Team refined the final outline for a new companion piece to the Privacy Policy Development Guide and Implementation Templates, titled Ten Steps to the Privacy Policy Development Guide.  The ten-steps document will debut in the first quarter of 2008 and will serve as a brief checklist for agencies to use as criteria to test against their draft privacy policies.  This tool will also satisfy a priority resource need identified by the Privacy Technical Assistance Providers initiative.

· The GPIQWG-produced Privacy Policy Development Guide and Implementation Templates guide and its companion overview CD were updated and enhanced with additional content.  The two revised products will be released in January 2008.

· GSWG supported the development of three security resources on Global Federated Identity Management (GFIPM). The first resource was an executive overview flyer to provide basic information on the benefits and use of GFIPM, which was distributed at the November 1, 2007, Global Advisory Committee meeting. The second resource was the GFIPM Security Interoperability Demonstration Project Report. This resource provides project background, technical information, and lessons learned for practitioners.  The third resource, the GFIPM Metadata Overview Version 1.0 and associated GFIPM Metadata Package Version 1.0, is intended for implementers to provide the technical information as well as a common vocabulary necessary to support interoperability. 

· GIWG/CICC members supported the development of the DHS/DOJ Fusion Process Overview Newsletter, which was distributed in September 2007 as well as November 2007.  It is anticipated that this newsletter will be distributed on a bimonthly basis.
· GISWG members researched and edited the Services Specification Guidelines, Services Identification and Design Methodology, and Sample Fingerprint Identification Service Description. These documents are part of the GISWG Services Committee’s effort to develop a set of reference services.  GISWG members also researched and edited the Global Justice Federation Agreement. This document is part of the GISWG Management and Policy Committee’s effort to provide governance guidance for information sharing projects. 

· GPIQWG members revised the Privacy Policy Development Guide and Implementation Templates guide and its companion overview CD.  These two products were updated and enhanced with additional content and will be released in January 2008.

· The GPIQWG’s IQ Program Guidebook Task Team held a drafting session to further support the writing and chapter content for the Information Quality Program Guidebook, planned to debut at year end in 2008.

· The GOWG drafted the Global Outreach and Communication Framework.  This document resulted from the group’s first meeting on July 15; was presented to the GESC in rough format in August; and was refined and ultimately presented for inter-leadership agreement on the approach and tenets at the October 31 GESC meeting.


· Another key action item from both the GOWG meeting in July and the GESC meeting in August was level setting and deconfliction among the Global Working Groups.  To that end, outreach staff developed a matrix which identifies the main activities per group and presents the opportunity for leaders and/or staff to indicate instances where efforts are being duplicated or are likely to run into redundancy.  This document will likely be housed on the new Global Web site, to allow for population and reference by approved persons.

· In response to the identified need for better inreach and outreach, the Global Working Group developed the Global 101 training, debuting on October 30 at the fall 2007 GAC events.  While the training was originally envisioned as an expanded “new member orientation,” the event evolved into a simultaneous “outreach” opportunity as well—in addition to new GAC members, attendance was drawn from other working groups, federal agencies, and industry.  A pre- and posttraining survey was conducted to accomplish two key tasks:  (1) determining baseline awareness—illuminating a snapshot of which sectors of the justice-interested community are receiving word about Global, and how that outreach is being most successfully delivered; and (2) Global 101 training improvement.  (A similar survey was conducted at the October 31 GAC meeting for the same two primary purposes: determining baseline awareness and meeting [in this case, GAC convenings] improvement.)  

Global 101 is envisioned as an anytime primer, to be housed on the improved Global Web Site as an online offering.  Comments from this inaugural 101 event will help refine that curriculum prior to investing effort to translate the training electronically.

The next Global 101 training is slated for fall 2008.

· The number-one GOWG priority, as assessed by working group members in July, is revamping the Global Web site.  To that end, a GOWG Web Site task team was formed and met in August to outline a list of suggestions for implementation by the BJA/Global staff Web team.  These improvements are under way and will be debuted at the fall 2008 GAC meeting concomitant with other outreach activities, such as the second delivery of Global 101 training.

· GOWG members have enhanced the Global newsletter, Global Highlights, to include more/enhanced success stories (with simultaneous Web postings featuring accompanying audio and PowerPoint slides) and to spotlight interviews with GAC and working group members. 

GOWG—Spreading the Word:  Delivering Global Resources to Justice Colleagues in the Field 

As previously noted, “awareness” is implicitly a key GOWG goal supporting the Global mission, because the best GAC resources are only as good as their utility to and use by the justice-interested community.  In recognition of this fact, in 2007 the GOWG provided Global outreach materials (in bulk) for meetings and conferences at the request of agencies and organizations, including:

· Airborne Tactical Advantage Company

· Alabama Department of Public Safety

· American Council for Technology/ Industry Advisory Council

· American Association of Motor Vehicle Administrators, Virginia

· American Probation and Parole Association

· Arkansas State Police

· Arizona Criminal Justice Commission

· Arizona Department of Public Safety

· Asia-Pacific Center for Security Studies, Hawaii

· Association of State Correctional Administrators 

· Aurora Police Department, Colorado

· Bergen County Sheriff’s Office, 
New Jersey

· BJA Regional Information Sharing 

Conferences:  Texas, Florida, and Minnesota

· California Department of Justice

· Champlain College, Burlington, Vermont

· Chicago Police Department

· Clayberg County Sheriff’s Office, Texas

· Colorado Springs, Colorado, Fire Department 

· Colorado State Patrol

· Commonwealth Fusion Center, Massachusetts

· Consulting Services for Crisis Management

· Delaware State Troopers Association

· Denver Police Department, Colorado

· Des Moines Police Department, Iowa

· Deschutes County Sheriff’s Office, Oregon

· Detroit and Southeast Michigan Regional Fusion Center 
· DHS/ICE/U.S. Federal Protective Service

· Division of Emergency Services, 
Fort Lewis, Washington

· Electronic Data Systems Corporation, Virginia

· Energetics, Inc., Maryland

· Eureka Police Department, Missouri

· Federal Bureau of Investigation

· Federal Bureau of Investigation—Academy Center for Intelligence Training

· Federal Bureau of Investigation—Springfield Division, Springfield, Illinois

· Florida Department of Law Enforcement 

· Genetics, Inc.

· Georgia Bureau of Investigation

· Gilbert Police Department, Arizona

· Governor’s Criminal Justice Policy Advisors Meeting

· Gulf States Regional Center for Public Safety Innovations

· Heart of Texas Council of Governments

· Homeland Security, Riverside, California

· Illinois Integrated Justice Information System

· IJIS Institute

· Indiana State Senate

· International Association of Chiefs of Police

· ITT Corporation—Space Systems Division, New York

· Jackson Police Department, Mississippi

· Johns Hopkins University

· King County Sheriff’s Office, Washington

· Law Enforcement Information Management 

· Los Angeles County Information Systems Advisory Body

· Los Angeles Police Department, California

· Maine Information and Analysis Center

· Major Cities Chiefs Association, Maryland

· Major County Sheriffs’ Association

· Mark Twain National Forest, Missouri

· Massachusetts Fusion Center

· Michigan State Police

· Michigan State University Police Department

· Missouri State Courts 

· NASCIO 2007 Annual Conference—Tucson, Arizona

· National Association of Attorneys General

· National Association for Justice Information Systems

· National Association of State Chief Information Officers

· National Center for State Courts

· National Fusion Center Conference—Destin, Florida

· National Governors Association

· National Sheriffs’ Association Conference

· Naval Air Warfare Center

· New Hampshire Department of Safety

· New Jersey Department of Homeland Security

· New Jersey State Police

· New Orleans Police Department, Louisiana

· New York City Department of Citywide Administrative Services

· New York State Unified Court System

· Nlets—The International Justice and Public Safety Information Sharing Network

· Northrop Grumman Information Technology

· Oak Park Police Department, Illinois

· Oakland County Sheriff’s Office, Michigan

· Ohio Association of Chiefs of Police

· Oklahoma State Bureau of Investigation

· Palm Beach County Sheriff’s Office, Florida

· Pennsylvania Commission on Crime and Delinquency

· Pennsylvania Courts Conference

· Pennsylvania Emergency Management

· Pennsylvania Justice Network

· Pennsylvania State Police

· SAA 2007 Conferences in
Columbus, Ohio, and 
Baltimore, Maryland

· Salt Lake City Police Department, Utah

· Science Applications International Corporation

· SEARCH, The National Consortium for Justice Information and Statistics

· Seminole County Sheriff’s Office, Florida

· St. Joseph’s University—Department of Criminal Justice

· Stark County Juvenile Court, Ohio

· Stockton Police Department, California

· Swetman Security Service, Inc.

· Texas Association of Regional Councils

· The Center for Naval Analyses Corporation, Virginia

· Tribal Crime Data Conference

· U.S. Army

· U.S. Attorney’s Office,
Omaha, Nebraska

· U.S. Department of Emergency Services

· U.S. Department of Energy 

· U.S. Department of Homeland Security

· U.S. Department of Justice

· U.S. Department of Justice—Criminal Intelligence Bureau

· United States Park Police

· Union County Prosecutor’s Office, 
New Jersey

· U.S. Attorneys’ Meeting, South Carolina

· Vector, Inc. 

· Washington Mutual Bank, 
Seattle, Washington

· West Chester Township Police, Ohio

· West Valley Police Department, Utah

Another method the GOWG uses to communicate information about the Initiative in general, as well as about specific Global resources and events, is the OJP-IT Initiatives/Global Web Site.

The OJP-IT Initiatives/Global Web site,16 www.it.ojp.gov, has experienced dramatic growth since it was first launched in December 2002.  This comprehensive “one-stop shop” was developed for interested justice and public safety practitioners at all levels of government and all stages of the information sharing process.  The umbrella OJP-IT Web site contains an expansive collection of Global-facilitated information, including resources for the field, news on justice information sharing developments, and an event calendar of Global-sponsored and relevant justice agencies’ conferences and training events. 

Participation in Standards Activities

As previously noted, under the support and guidance of BJA, DOJ, the GAC advises the 
U.S. Attorney General on facilitating standards-based electronic information exchange throughout the justice and public safety communities.  While much of the Global standards efforts are concentrated under the purview of the GISWG, Global developed and/or continues to be engaged in key standards activities such as the following: 

Justice Standards Clearinghouse for Information Sharing

Justice-related information sharing is greatly facilitated by the development and adoption of a standards-coordination process, permitting the transparent integration of disparate systems.  Numerous standards-development efforts under way within the justice community and other sectors, such as public safety and transportation, undoubtedly affect the overall safety of citizens.  These activities, including those sponsored by industry, deserve close attention and coordination.  Responding to this imperative for coordination, the GISWG—through the GAC—facilitated the development of the Justice Standards Clearinghouse for Information Sharing (JSC), an easy-to-access information exchange tool for practitioners across the entire justice/public safety landscape, at every level of government.  OJP released the JSC in fall 2002, and Global support continues to make recommendations regarding the improvement of the resource as necessary. 

The clearinghouse: 

1.
Facilitates the planning and implementation of effective information sharing projects by enabling practitioners to review their peers’ standards concepts, documents in progress, specifications, and completed and/or implemented standards (saving time, money, and effort).

2.
Provides real-world insight into the utility and application of the clearinghouse’s entries through accompanying “users’ comments” sections.

3.
Allows practitioners to submit standards and comments for the benefit of the whole justice-interested community.

4.
Represents standards in all phases of the development process:  planning, emerging, implementation, and twilighting.  

The JSC is housed on DOJ’s OJP-IT Initiatives Web site,7 a comprehensive, easily accessible resource exploring the information sharing process, initiatives, and technological developments.  By logging on to JSC, users have a number of valuable services at their fingertips, such as:

· A repository of IT and communications standards and specifications.  In some cases, the clearinghouse contains the entire standard.

· A Web-based method of sharing information regarding justice and public safety-related data exchange, retrieval, collaboration, and integration.

· A forum for feedback and review.

· A search engine, help screens, and a tutorial to maximize capabilities. 

· A subscription service that automatically alerts registered users about the addition or updating of standards.

The clearinghouse has never been more relevant, especially as a companion resource to other DOJ efforts.  Particularly, the GJXDM and SOA standards work will be housed on JSC, where critical review-and-comment mechanisms are available.

Global Justice XML Data Model (GJXDM)

Background

In January 2004—after years of development, testing, and refinement—the first operational version of the GJXDM, Version 3.0, was released.  What began in 
March 2001 as a reconciliation of data definitions evolved into a broad endeavor to develop an XML-based framework that enables the justice and public safety communities to effectively share information at all levels of government—laying a foundation for local, state, tribal, and national justice interoperability. 

Shepherded by BJA and GISWG and with support from the Global XML Structure Task Force (GXSTF), GJXDM represents an object-oriented data model composed of a well-defined vocabulary of approximately 2,500 stable data objects, or reusable components, that facilitate the exchange and reuse of information from multiple sources and multiple applications.  Prior to the development of the model, justice agencies generally operated within their own computer networks and database systems, resulting in a fragmented environment where requests for critical information took days or weeks to get to the appropriate agencies.  Since its prerelease in April 2003, the GJXDM has undergone intensive review and validation, including an open public-comment period, pilot validation projects, an online feedback and error-reporting mechanism, and a listserv for sharing expertise and support.  

Improving/Refining the GJXDM 

In 2005, one of the most significant enhancements to the Global standard was the development and September release of the GJXDM Virtual Help Desk, available free of charge to the public. This new interactive resource provides an enhanced level of help to individuals and agencies implementing the GJXDM and includes an online knowledge base, as well as the option to submit questions to live support staff via the Web or e-mail or by phone. 

There are three levels of staff support. Level 1 is staffed by the IJIS Institute and provides basic responses, builds the knowledge base, and manages the project. Level 2 is staffed by the National Center for State Courts (NCSC) and SEARCH, The National Consortium for Justice Information and Statistics, and provides specific domain expertise. Level 3 is staffed by IJIS member companies and the Georgia Tech Research Institute (GTRI) and provides technical expertise for the most difficult technical questions.  Additionally, technical enhancements to the current GJXDM, Version 3.0.3, were made, including the GJXDM Patch-1, which corrects labeling of uniform crime reporting (UCR) documentation elements for UCR codes. This patch is applicable to all operational versions of the GJXDM; however, only GJXDM, Version 3.0.3, will be patched in the Schema Subset Generation Tool (SSGT).  Want lists that were previously generated by SSGT from the nonpatched 3.0.3 release will be regenerated with the updated (patched) UCR schema. 

Throughout GJXDM development, testing, and refining, tools are identified as necessary for assisting individuals and agencies in implementing GJXDM.  These tools, developed with support from GTRI, allow the user to search the model, build schema subsets, and achieve validation, as well as provide for a mechanism for reporting errors.  Additionally, illustrative of BJA’s ability to both leverage existing works and encourage collaboration among justice partners, several key justice organizations and partnering agencies also developed their own GJXDM tools, including the NCSC Wayfarer exploration and discovery tool, SEARCH’s Justice Information Exchange Model (JIEM)8 interface with the GJXDM (allows users to incorporate reference exchanges into their site databases at the outset of their documentation efforts), and the National Incident-Based Reporting System’s (NIBRS) Mapping to the GJXDM.  As new GJXDM tools are identified and developed, they will be made available on the OJP-IT Web site.

The People Behind the Model:  The Global XML Structure Task Force

Originally assembled in March 2001 as the drivers behind the XML Reconciliation Effort,9 the GXSTF has successfully transitioned through various levels of the GJXDM standards-based evolutionary process.  The GXSTF is a volunteer technical advisory group that consists of government and industry domain experts, technical managers, and engineers. It identifies data requirements, explores XML concepts, and applies XML best practices to the design and implementation of the GJXDM.  Technical development support is provided by GTRI.  To continue refining and evolving the Model, the GXSTF schedules periodic conference calls and participates in approximately two face-to-face meetings per year.  The GXSTF also interfaces with the IJIS Institute XML Advisory Body and the GJXDM Training and Technical Assistance Committee (GTTAC) to provide ongoing collaboration.  Meetings are scheduled with other stakeholders and interested organizations to provide accurate information and timely input regarding the model.  

GJXDM:  A Success Story

The GJXDM represents a milestone in developing standards for the baseline data needs of the justice and public safety communities and their related partners.  In that sense, it is becoming a reference benchmark for jurisdictions in the justice and public safety communities (and beyond, i.e., NIEM) to use, in whole or in part, to fulfill their specific needs.  A true success story, the GJXDM is recognized by prestigious organizations and distinguishes itself among strong company.  For example, the GJXDM formed the standards exchange basis for the highly acclaimed DOJ Dru Sjodin National Sex Offender Public Website.  Under the direction of former U.S. Attorney General Alberto Gonzales, BJA developed this resource to allow citizens to search preexisting public sex offender registries. This important tool provides an opportunity for all states and territories to share comprehensive, free-of-charge public sex offender data with citizens nationwide.  
National Information Exchange Model (NIEM)

NIEM, the National Information Exchange Model, is a partnership of DOJ and DHS. It is designed to develop, disseminate, and support enterprisewide information exchange standards and processes that can enable jurisdictions to effectively share critical information in emergency situations, as well as to support the day-to-day operations of agencies throughout the nation. 

NIEM enables information sharing, focusing on information exchanged among organizations as part of their current or intended business practices. The NIEM exchange development methodology results in a common semantic understanding among participating organizations and data formatted in a semantically consistent manner. NIEM will standardize content (actual data exchange standards), provide tools, and manage processes. 

NIEM builds on the demonstrated success of the Global Justice XML Data Model. Stakeholders from relevant communities work together to define critical exchanges, leveraging the successful work of the GJXDM.

Global will continue to play a leading role in the NIEM effort on both the governance and technical development fronts, ensuring that the investments of GJXDM users are protected and that the voices of local, state, and tribal justice entities remain vital as the standards exchange dialogue broadens to include new participants and a more national flavor.  Global-associated representatives provide support (either by participating as members or by providing feedback and guidance) to meetings of the NIEM Program Management Office, the NIEM Executive Steering Committee, the NIEM Communications and Outreach Committee, the NIEM Technical Architecture Committee, the NIEM Business Architecture Committee, and other NIEM committees and groups upon request.  

During 2007, extensive work was devoted to the development of NIEM 2.0.  The release of NIEM 2.0 occurred on July 31, 2007. All supporting materials and descriptions were added to the NIEM Web site in a timely manner to facilitate the availability of this new and valuable product. Extensive marketing of NIEM 2.0 was also included on the site, with a newsletter posted to the news page of the NIEM Web site and an accompanying mass e-mail distribution of this newsletter to the 1,000-plus stakeholders who signed up to receive e-mail communications through the NIEM site.
Participation in Complementary Efforts

In the interest of leveraging existing resources, Global is frequently called on to provide assistance and expertise to complementary efforts/justice-interested agencies, including:

1. Homeland Security Advisory Council (HSAC) Intelligence and Information Sharing Working Group 

2. ISE privacy policy development efforts

3. PM-ISE

4. ONDI

5. Law Enforcement National Data Exchange (N-DEx) Project20
6. LEITSC21
7. IACP Law Enforcement Information Management (LEIM) Training Conference22
8. IJIS Institute23
9. National Association of State Chief Information Officers (NASCIO)24
10. National Criminal Justice Association (NCJA)25
11. NGA26
12. SEARCH’s JIEM27 Project

13. DOJ’s Law Enforcement Information Sharing Program (LEISP)28
14. DHS29 
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Future Activities
In 2008, DOJ will continue to pursue its goals and objectives with support from the GAC by building on its working groups’ achievements, leveraging existing resources, and continuing to help engage the entire justice community in the information sharing dialogue.  Global recommendations are important for justice information sharing across all disciplines, at all levels of government.  

The GAC is charged with advising and providing recommendations to the 
U.S. Attorney General on advancing the use of technology, standards, and collaboration between agencies/organizations to ensure consistent policies and business rules and the continued successful pursuit of broad-scale, justice-related information sharing.

In January 2008, in support of this charge, members of the GESC identified key areas for Global resource allocation, associated tasks, and deliverables.  GAC leaders proposed these recommendations to DOJ officials for advisement and prioritization of the tasks to further the Global Initiative mission and, just as important, to advance the goals, objectives, and philosophies of DOJ.  In addition to continuing to support and make recommendations in the areas of privacy, intelligence, security, and infrastructure/standards, Global will focus on continued support to the Global Federated Identity and Privilege Management project and the Justice Reference Architecture project.

Partnerships:  IT Initiatives

DOJ looks forward to the ongoing support of GAC in integration activities.  BJA has contributed greatly to the field by supporting the development of standards processes, privacy policy, information architecture, and outreach vehicles (e.g., OJP-IT Initiatives Web site).  

Facilitating Full Participation for All Disciplines

To reach the full information sharing capability envisioned by DOJ, all disciplines involved in justice-related efforts—including public safety constituencies—must employ information technology among their members.  Historically, some disciplines and communities have had difficulties in obtaining resources to acquire and implement appropriate information systems; for example, probation, parole, public defense, pretrial services, and Indian Country agencies.  While not detracting in any way from other efforts, attention should be given to identifying and addressing the technological needs of these disciplines (and others) to enable them to be full participants in broad-scale justice information sharing.

To continue capitalizing on the ideals of inclusiveness and strength through diversity, as an ongoing task committee members will scan the justice and public safety landscapes for unrepresented or underrepresented constituencies. When necessary, additional organizations will be nominated through BJA for GAC membership.  

Conclusion

Using Information to Secure the Homeland:

Better, More Efficient, More Secure Business Practices for Addressing National Crises and Day-to-Day Operations

Along with the national emphasis on homeland security, citizens are anxious for justice and public safety personnel to quickly share vital information, both across town and across America, to protect the public.  So, too, the administration has shifted attention and resources to establish information exchange as a key foundation in the war on terrorism.  In this endeavor, DOJ, through the GAC, provides a valuable resource, particularly in light of fundamental efforts accomplished well in advance of pivotal national events.

DOJ has long realized that justice information sharing, above and beyond today’s crisis, is a national imperative.  In fact, every agency involved in the apprehension, adjudication, and incarceration of offenders requires information from other justice entities on a daily basis to do its job.  Furthermore, entities outside of the justice community—including schools, child care services, transportation, and licensing agencies—need this capability to perform routine business activities, such as hiring new personnel, approving gun purchases, or granting professional licenses.  

While today’s sense of urgency—evidenced by increased public and governmental interest—may be a harbinger of the support necessary to make broad-scale justice and public safety information sharing a reality, technical, programmatic, and policy issues still must be addressed within a community of shared interests.  DOJ has created that community of shared interests through the GAC.

Looking ahead, the combined expertise of GAC will continue to support the 
U.S. Attorney General, DHS, ISE, local and state governments, and practitioners across the nation in pursuing public safety and homeland security through the powerful currency of timely, accurate, complete, and accessible information shared in a secure and trusted environment.

Endnotes

1 
For historical reference purposes, it should be noted that the initiative was established under the title “Global Justice Information Network.”  In fall 2002, per Federal Advisory Committee Act (FACA) term guidelines, the U.S. Attorney General reviewed and reauthorized the Global Initiative for a succeeding two-year term.  As part of this reauthorization process, the project underwent a name change, from the “Global Justice Information Network” to the “Global Justice Information Sharing Initiative” (emphasis added).  This was done to more adequately represent the goals of DOJ and to dispel any connotation mistakenly associating Global with the development of a physical “supernetwork.”

2  
XML is the common acronym for Extensible Markup Language and is used as such throughout this report.
3  
Previously the Justice Standards Registry or JSR.

4  
GOWG was established in January 2007.

5  
According to Global Bylaws:  “With the input of GAC and the DFO, the GAC chair will establish working groups, which may include noncommittee representatives, to provide oversight for a specific research area.”  

6 
Available at http://it.ojp.gov/topic.jsp?topic_id=57.

7  
Located at http://it.ojp.gov/.

8  
More information about the JIEM tool is available at www.search.org/programs/info/jiem.asp. 

9 
The XML Reconciliation Effort began in 2001 with representatives from the Joint Task Force Rap Sheet Standardization Project, the LegalXML Court Filing Standard Initiative, and the Regional Information Sharing Systems® XML Data Exchange Specification.  In December 2001, the American Association of Motor Vehicle Administrators (AAMVA) joined the effort. 

10 
The GJXDM listserv is an electronic forum created for developing and broadening the community of Justice XML expertise and support for the application of the GJXDM elements.  It promotes the exchange of ideas and experiences associated with the model. 

11 
This comprehensive overview CD (GJXDM Overview CD, Edition 1) was developed in 2004 and contains an interactive video presentation as well as a browser-style content section that features an extensive collection of topics:  introduction, history, tools, guidelines, examples and implementations, supporting technical documentation, training, and help and peer assistance.  This resource is available at http://it.ojp.gov/jxdm/jxdmcd/splash.swf; high bandwidth is required.

12 
Available at http://it.ojp.gov/documents/200411_global_privacy_document.pdf.

13 
Version 2 of Applying Security Practices to Justice Information Sharing was presented at the April 2004 GAC meeting.

14 
Available at http://it.ojp.gov/documents/asp/ and in CD and hard-copy formats.   

15 
This document is not intended to suggest a standard security approach, nor is it intended to provide an in-depth security solution for any particular system.  It is also not intended to provide detailed technical reference for system administrators.

16 
Disciplines include governance; physical security; personnel security screening; separation of duties; identification and authentication; authorization and access control; data integrity; data classification; change management; public access, privacy, and confidentiality; firewalls, virtual private networks (VPNs), and other network safeguards; intrusion detection systems; critical incident response; security auditing; and disaster recovery and business continuity.
17 
Standards in the following areas of interest are featured:  architecture, data exchange languages, data representation, data storage and interfacing, data transport, functional standards, security, technology standards, and XML schemas (including the Amber Alert schema).

18
Reorganized GJXDM topics include current release, advisory bodies, tools, help, implementation guidelines, organizations utilizing the GJXDM, GJXDM listserv, training and events, technical documentation, supporting resources, history and historical documentation, and contact information.

19 
These materials are available online and without charge at www.it.ojp.gov/topic.jsp?topic_id=155.

20 
The N-DEx System, being developed under FBI leadership, is an incident- and event-based information sharing system for local, state, tribal, and federal law enforcement agencies that securely collects and processes crime data in support of investigations, crime analysis, law enforcement administration, strategic and tactical operations, and national security.  

21 
LEITSC, funded through OJP, fosters the growth of strategic planning and implementation of integrated justice systems by promoting the merits of IT standards, providing advice to the nation’s law enforcement community on technical aspects of IT standards, sharing practical solutions, and representing the voice of law enforcement in the expansion of justice and public safety IT standards.  To those ends, JSC, NCISP, and GJXDM make significant contributions.  More information on LEITSC is available at www.leitsc.org/. 
22 
The IACP LEIM conference provides an opportunity to learn more about contemporary information management technologies and initiatives.  In addition to hands-on demonstrations, topics on the agenda include mobile computing, information security and intrusion detection, evaluation of information technology, strategic planning for law enforcement information systems, technology funding, grant management, and wireless communications integration and interoperability.  In 2005, Global provided resource materials, support, and expertise to the program.  

23 
DOJ fully acknowledges the imperative of including private industry in the justice information sharing dialogue.  To this end, the IJIS Institute is a trusted Global partner.  More information on the IJIS Institute is available at www.ijisinstitute.org. 

24 
NASCIO represents state chief information officers and information resource executives and managers from the 50 states, 6 U.S. territories, and the District of Columbia.  NASCIO fosters government excellence through quality business practices, information management, and technology policy.  NASCIO’s vision is a government in which the public trust is fully served through the efficient and effective use of technology.  More information on NASCIO is available at www.nascio.org/. 

25 
NCJA exists to promote the development of effective and efficient justice systems in states, tribal nations, and units of local government that enhance public safety; prevent and reduce the harmful effects of criminal and delinquent behavior on victims, individuals, and communities; and adjudicate defendants and sanction offenders fairly and justly.  In 2004, DOJ provided resource materials, support, and expertise to the NCJA “Road Map for Information Sharing” series and NCJA National Forum 2004.  More information on NCJA is available at www.ncja.org.    

26
The NGA Center for Best Practices (www.nga.org/center/) supports the BJA-sponsored Justice IT Integration Project States Initiative.  During 2003−2004, NGA conducted a series of regional workshops to assist participating state teams in their strategic IT development and implementation plans.  Global provided resource materials, support, and expertise to this series.  
27
The new version of the JIEM Modeling Tool has been designed with interface to the GJXDM.  For information on the JIEM Project, please see www.search.org/integration/info_exchange.asp.

28 
The DOJ LEIS Strategy is designed to make law enforcement information more widely available to authorized agency officials, improve information sharing capabilities (among DOJ law enforcement components and between DOJ and its law enforcement partners), and coordinate information sharing projects across DOJ and with law enforcement partner agencies.  Select Global and working group representatives have made significant contributions to this effort.

29 
In the National Strategy for Homeland Security “Executive Summary” (page vii), one of the formative documents of DHS, the four foundations—(1) law, (2) science and technology, (3) information sharing and systems, and (4) international cooperation—were designated as “unique American strengths that cut across all . . . levels of government” and are essential to homeland security (emphasis added).  GAC continues to support DHS by strengthening the key foundation of information sharing and systems.  The NIEM Project is a joint project of DHS and DOJ that uses core elements of GJXDM to facilitate information sharing.  This project was initiated in early 2005.

30 
The National Criminal Intelligence Sharing Plan expressly recognizes the importance of local, state, and tribal law enforcement agencies as key ingredients in the nation’s intelligence process and called for the creation of the CICC to establish the link needed to improve intelligence and information sharing among all levels of government. Composed of members of law enforcement agencies at all levels of government, the CICC was formally established in May 2004 to provide advice in connection with the implementation and refinement of the NCISP. Members of the CICC serve as advocates for local law enforcement and support efforts to develop and share criminal intelligence to promote public safety and secure our nation.  The CICC provides advice and counsel to (and select overlapping membership with) the GIWG. 
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